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Semantic differencing 

Characterize semantic difference between similar programs 
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(Brumley et al. S&P 2008) 

Motivating example 
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1. if (input % 2 == 0) goto  2 else  goto  4 
2. s := input+2  
3. goto  5 
4. s := input+3  
5.   
6. ptr  := realloc ( ptr,s )  
7. // use ptr [0], ptr ǁʦǂƗ ƛ ptr [input - 1]  

1. if (input % 2 == 0) goto  2 else  goto  4 
2. s := input+2  
3. goto  5 
4. s := input+3  
5. + if (s>input) goto  6 else goto  ERROR 
6. ptr  := realloc ( ptr,s )  
7. // use ptr [0], ptr ǁʦǂƗ ƛ ptr [input - 1]  

232 ҍо Җ ƛƴǇǳǘ Җ н32 ҍм 



Abstract semantic differencing 

ÅUse abstract interpretation to prove 
equivalence between two program versions 

ÅOr characterize their difference 
ïfind (an abstraction of) all inputs that lead to 

different output 

ÅSound 
ïnever miss a difference 

ÅPrecise 
ïreport few false differences 
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Equivalence under abstraction 

int sign(int x) { 
  int sgn; 
  if (x < 0) 
    sgn = -1 
  else 
    sgn = 1 
 
 
  return sgn 
} 

  int sign(int x) { 
    int sgn; 
    if (x < 0) 
      sgn = -1 
    else  
      sgn = 1 
+  if (x == 0) 
+      sgn = 0 
    return sgn 
  } 

sgn h [-1,1] sgn h [-1,1] 

sgn h [-1,-1] 

sgn h [1,1] 
sgn h[-1,-1]7[1,1] 

sgn h [-1,-1] 

sgn h [1,1] 

sgn h [0,0] 

sgn h[0,0]7[-1,1] 

Equivalence under abstraction does not entail 
equivalence between the concrete values it represents 5 

sign(x) =  
-1   ,  x<0 

 м   Σ  Ȅҗл 
sign(x) =  

-1   ,  x<0 

 1   ,  x>0 

 0   ,  x=0 

sgn h [-1,-1]7[1,1] 



Our approach 

ÅCreate a correlating program P | tΩ which 
ŎŀǇǘǳǊŜǎ ōŜƘŀǾƛƻǊǎ ƻŦ t ŀƴŘ tΩ 

ÅAnalyze P | tΩ using a partially disjunctive 
correlating abstract domain 

ïTrack equivalence ōŜǘǿŜŜƴ ǾŀǊƛŀōƭŜǎ ƻŦ t ŀƴŘ tΩ 

ïJoin states with the same equivalence relation 
(partitioning) 
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Correlating Program P | tΩ 

int sign(int x) { 
  int sgn; 
  if (x < 0) 
    sgn = -1 
  else 
    sgn = 1 
 
 
  return sgn 
} 

int ǎƛƎƴΩ(int ȄΩύ ϑ 
  int sgnΩΤ 
  ƛŦ όȄΩ ғ лύ 
    sgnΩ Ґ -1 
  else 
    sgnΩ Ґ м 
Ҍ ƛŦ όȄΩҐҐлύ 
+  sgnΩ Ґ л 
  return sgnΩ 
} 

int sign|signΩ(int x) { 
  int ȄΩ = x; 
  int sgn, sgnΩ = sgn; 
  (x < 0) d sgn = -1 
  (x' < 0) d sgnΩ Ґ -1 
  όȄ җ лύ d sgn = 1 
  όȄΩ җ лύ d sgnΩ Ґ м 
  (x'==0) d sgnΩ Ґ л 
} 
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ÅWe create a new syntactic object that 
combines P and PΩ 



Correlating Program P | tΩ 

int sign|signΩ(int x) { 
  int ȄΩ = x; 
  int sgn, sgnΩ = sgn; 
  guard g1 = (x < 0); 
  guard g1Ω Ґ όȄΩ ғ л); 
  if (g1) sgn = -1; 
  if (g1Ωύ sgnΩ = -1; 

  if (!g1) sgn = 1; 

  if (!g1Ωύ sgnΩ = 1; 
  guard g2Ω = (ȄΩ == 0); 
  if (g2Ωύ sgnΩ Ґ 0; 
  retval = sgn; 
  retvalΩ = sgnΩΤ 
} 8 

ÅWe create a new syntactic object that 
ŎƻƳōƛƴŜǎ t ŀƴŘ tΩ 

int sign(int x) { 
  int sgn; 
  if (x < 0) 
    sgn = -1 
  else 
    sgn = 1 
 
 
  return sgn 
} 

int ǎƛƎƴΩ(int ȄΩύ ϑ 
  int sgnΩΤ 
  ƛŦ όȄΩ ғ лύ 
    sgnΩ Ґ -1 
  else 
    sgnΩ Ґ м 
Ҍ ƛŦ όȄΩҐҐлύ 
+  sgnΩ Ґ л 
  return sgnΩ 
} 



Correlating abstract domain 

ÅMaintain direct correlation between values in the 
ǇǊƻƎǊŀƳǎ t ŀƴŘ tΩ 
ïUse an relational abstraction that captures 

equivalences 

 

 

 

 

ïwe use a partially disjunctive domain since we need 
to delay joining 

{ x<0, sgn h -1 } ϑ ȄΩғлΣ sgnΩ h -1 } 

{g1,g1Ω} {x = ȄΩ < 0, sgn = sgnΩ h -1 } 
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Delay 7 to preserve equivalence 
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int sign|signΩ(int x) { 
  int ȄΩ = x; 
  int sgn, sgnΩ = sgn; 
  guard g1 = (x < 0); 
  if (g1) sgn = -1; 
  guard g1Ω Ґ όȄΩ ғ лύΤ 
  if (g1Ωύ sgnΩ Ґ -1; 

  . . . 
} 
  

  
 

{ {} {x = ȄΩ, sgn = sgnΩ} } 

7 = { {} {x = ȄΩ, sgn ґ sgnΩ} } 

{ {g1} {x = xΩ<0, sgn h -1, sgnΩ h ?}, 
  {!g1} {x = xΩҗл, sgn = sgnΩ} 

{ {g1,g1Ω} {x = ȄΩ<0, sgn h -1, sgnΩ h -1}, 
  {!g1,!g1Ω} {x = ȄΩҗлΣ sgn = sgnΩ} } 

7 ={ {} {x = ȄΩ, sgn = sgnΩ} } 



Delay 7 to preserve equivalence 

ÅWe want to join at locations in P | tΩ where 
equivalence is more likely to hold 

ï!ŦǘŜǊ άƳŀǘŎƘŜŘέ ƛƴǎǘǊǳŎǘƛƻƴǎ ōƻǘƘ Ǌŀƴ 

 

ÅWe call these correlation points  

ïPart of P | tΩ ŎǊŜŀǘƛƻƴ process 
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Picking correlation points in P | PΩ 
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int retval; 
int sign(int x) { 
  int sgn; 
  guard g1 = (x < 0); 
  if (g1) sgn = -1; 
  if (!g1) sgn = 1; 
 
 
  retval = sgn; 
} 

int retvalΩΤ 
int sign(int ȄΩύ ϑ 
  int sgnΩΤ 
  guard g1Ω = (ȄΩ ғ лύΤ 
  if (g1Ωύ sgnΩ Ґ -1; 
  if (!g1Ωύ sgnΩ Ґ мΤ 
  guard g2Ω = (ȄΩ ҐҐ лύΤ 
  if (g2Ωύ sgnΩ Ґ лΤ 
  retvalΩ Ґ sgnΩΤ 
} 

int retval, retvalΩΤ 
int sign|signΩ(int x) { 
  int ȄΩ Ґ ȄΤ 
  int sgn, sgnΩ Ґ sgn; 
  guard g1 = (x < 0); 
  if (g1) sgn = -1; 
  guard g1Ω Ґ όȄΩ ғ лύΤ 
  if (g1Ωύ sgnΩ Ґ -1; 
  if (!g1) sgn = 1; 
  if (!g1Ωύ sgnΩ Ґ м; 
  guard g2Ω Ґ όȄΩ ҐҐ лύΤ 
  if (g2Ωύ sgnΩ Ґ л; 
  retval = sgn; 
  retvalΩ Ґ sgnΩΤ 
} 



Correlating Program P | tΩ 

ÅP | tΩ is a reduction over P x PΩ ǘƘŀǘΩǎ ōŜǘǘŜǊ 
for tracking equivalences and finding 
differences 
ïConstruct the program in a way that matches the 

abstraction  

ïbrings matched instructions closer together 

 
ÅIn general, can search the space of potential 

correlating programs 
ïAs well as correlation points 
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int sign|signΩ(int x) { 
  int ȄΩ = x; 
  int sgn, sgnΩ = sgn; 
  guard g1 = (x < 0); 
  if (g1) sgn = -1; 
  guard g1Ω Ґ όȄΩ ғ лύΤ 
  if (g1Ωύ sgnΩ Ґ -1; 

  if (!g1) sgn = 1; 

  if (!g1Ωύ sgnΩ Ґ мΤ 
  guard g2Ω Ґ όȄΩ ҐҐ лύΤ 
  if (g2Ωύ sgnΩ Ґ лΤ 
  retval = sgn; 
  retvalΩ Ґ sgnΩΤ 
} 

Delay 7 to preserve equivalence 

{ {g1} {x = ȄΩ<0, sgn h -1, sgnΩ h ?} , 
  {!g1} {x = ȄΩҗлΣ sgn = sgnΩ h ?} } 
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{ {g1,g1Ω} {x = ȄΩ<0, sgn h -1, sgnΩ h -1} , 
  {!g1,!g1Ω} {x = ȄΩҗлΣ sgn = sgnΩ h ?} } 
7 ={ {} {x = ȄΩ, sgn = sgnΩ h ?} } 

{ {!g2Ω} {x = ȄΩ, sgn = sgnΩ h ?} , 
  {g2Ω} {x = ȄΩ = 0, sgn h 1, sgnΩ h 0} } 

{ {g1,g1Ω} {x = ȄΩ<0, sgn h 1, sgnΩ h 1} , 
  {!g1,!g1Ω} {x = ȄΩҗлΣ sgn = sgnΩ h ?} } 
7 ={ {} {x = ȄΩ, sgn = sgnΩ h ?} } 

7 ={ {} {x = ȄΩ, sgn ґ sgnΩ} } 



Partitioning based on equivalence 

ÅJoin abstract states based on the equivalences 
they preserve  

ïthe set of variables that hold equivalence 

ïdisjunction size bound at 2|VAR| 

ïlose some information, but maintain what's 
important (equivalence) 
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int sign|signΩ(int x) { 
  int ȄΩ = x; 
  int sgn, sgnΩ = sgn; 
  guard g1 = (x < 0); 
  if (g1) sgn = -1; 
  guard g1Ω Ґ όȄΩ ғ лύΤ 
  if (g1Ωύ sgnΩ Ґ -1; 

  if (!g1) sgn = 1; 

  if (!g1Ωύ sgnΩ Ґ мΤ 
  guard g2Ω Ґ όȄΩ ҐҐ лύΤ 
  if (g2Ωύ sgnΩ Ґ лΤ 
  retval = sgn; 
  retvalΩ Ґ sgnΩΤ 
} 

Correlating Analysis for P|tΩ 

diff 

eqv 
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 7eqv = { {!g2Ω} {x = ȄΩ, sgn = sgnΩ h ?} , 

  {g2Ω} {x = ȄΩ = 0, sgn h 1, sgnΩ h 0} } 

{ {!g2Ω} {x = ȄΩ, sgn = sgnΩ h ?} , 
  {g2Ω} {x = ȄΩ = 0, sgn h 1, sgnΩ h 0} } 



Semantic differencing for loops 
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int foo(int x, int y, int z) { 
  while (x > 0) { 
    if (z > 0)  

-    y++;   
    x--; 
  } 
  return y; 
} 

int ŦƻƻΩόint ȄΩΣ int ȅΩΣ int ȊΩύ { 
  while (ȄΩ > 0) { 
    if όȊΩ > 0)  

Ҍ    ȅΩ--;   
    ȄΩ--; 
  } 
  return ȅΩΤ 
} 

P tΩ 

ÅThese programs differ for cases where z>0 and 
are otherwise equivalent 

 



Semantic differencing for loops 
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int foo|fooΩ(int x, int y, int z) {   
  int ȄΩ = x, ȅΩ = y , ȊΩ = z; 
loop: 

  guard g1 = (x > 0); 
ƭƻƻǇΩΥ 

  guard g1Ω = (ȄΩ > 0); 
  guard g2 = (z > 0); 
  guard g2Ω = όȊΩ > 0); 
  if (g1 && g2) y++; 
  if (g1Ω && g2Ωύ ȅΩ--; 
  if (g1) x--; 
  if (g1Ωύ ȄΩ--; 
  if (g1) goto loop; 
  if (g1Ωύ goto ƭƻƻǇΩΤ 
} 

{ {g1,g2} {z = ȊΩ > 0, x = xΩ > 0, y = ȅΩ + 1} , 
  {g1,!g2} {z = ȊΩ  0, x = xΩ > 0, y = yΩ} , 
  {!g1} {z = zΩ, x = ȄΩ 0, y = ȅΩ} } 

{ {g1,g1,g2,g2} {z = ȊΩ > 0, x = xΩ > 0, y = ȅΩ + 2} , 
  {g1,g1,!g2,!g2} {z = ȊΩ  0, x = xΩ > 0, y = yΩ} , 
  {!g1 ,!g1} {z = zΩ, x = ȄΩ0, y = ȅΩ} } 7eqv ={ {} {z = zΩ, x = xΩ, y = yΩ} , 

{g1,g1,g2,g2} {z = ȊΩ > 0, x = ȄΩ > 0, y = ȅΩ + 2} } 



int foo|fooΩ(int x, int y, int z) {   
  int ȄΩ = x, ȅΩ = y , ȊΩ = z; 
loop: 

  guard g1 = (x > 0); 
ƭƻƻǇΩΥ 

  guard g1Ω = (ȄΩ > 0); 
  guard g2 = (z > 0); 
  guard g2Ω Ґ όȊΩ Ҕ л); 
  if (g1 && g2) y++; 
  if (g1Ω && g2Ωύ ȅΩ--; 
  if (g1) x--; 
  if (g1Ωύ ȄΩ--; 
  if (g1) goto loop; 
  if (g1Ωύ goto ƭƻƻǇΩΤ 
} 

Semantic differencing for loops 
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{ {} {z = ȊΩ, x = ȄΩ, y = ȅΩ} , 
   {g1,g1,g2,g2} {z = ȊΩ > 0, x = ȄΩ > -1, y = ȅΩ + 4} } 

... 
? 

{ {} {z = zΩ, x = xΩ, y = yΩ} , 
   {g1,g1,g2,g2} {z = ȊΩ > 0, x = ȄΩ > -1, y = ȅΩ + 2} } 



Semantic differencing for loops 

ÅWe need to widen in the powerset 
domain, but which sub-states should be 
matched?  

ïStrategy 1: Widen-by-equivalence 

ïStrategy 2: Widen-by-guards 
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int foo|fooΩ(int x, int y, int z) {   
  int ȄΩ = x, ȅΩ = y , ȊΩ = z; 
loop: 

  guard g1 = (x > 0); 
ƭƻƻǇΩΥ 

  guard g1Ω = (ȄΩ > 0); 
  guard g2 = (z > 0); 
  guard g2Ω Ґ όȊΩ Ҕ л); 
  if (g1 && g2) y++; 
  if (g1Ω && g2Ωύ ȅΩ--; 
  if (g1) x--; 
  if (g1Ωύ ȄΩ--; 
  if (g1) goto loop; 
  if (g1Ωύ goto ƭƻƻǇΩΤ 
} 

Widen-by-equivalence 
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{ {} {z = ȊΩ, x = ȄΩ, y = ȅΩ} , 
   {g1,g1,g2,g2} {z = ȊΩ > 0, x = ȄΩ > -1, y = ȅΩ + 4} } 

... 

{ {} {z = zΩ, x = xΩ, y = yΩ} , 
   {g1,g1,g2,g2} {z = ȊΩ > 0, x = ȄΩ > -1, y = ȅΩ + 2} } 

{ {} {z = ȊΩ, x = xΩ, y = yΩ} , 
 {g1,g1,g2,g2} {z = ȊΩ > 0, x = ȄΩ > -1, y < ȅΩ} } 



Results summary 

Name #LOC #P Widen Octagon 
(Part-by-eqv) 

Octagon 
(Part-by-guard) 

Polyhedra 
(Part-by-eqv) 

Polyhedra 
(Part-by-guard) 

remove 16 4 No ᾜ ᾜ ᾜ  

copy 44 2 No ᾜ ᾜ ᾜ ᾜ 

fmt 42 5 Yes ᾠ TO ᾜ ᾜ 

md5sum 40 3 Yes ᾜ TO ᾜ ᾜ 

pr 100 10 Yes TO TO ᾜ TO 

savewd 86 1 No ᾜ ᾜ ᾜ ᾜ 

seq 23 15 Yes ᾠ TO ᾠ ᾠ 

addr 77 1 No ᾜ TO ᾜ TO 

nsGDDN 47 11 No ᾠ ᾠ ᾜ ᾜ 

sign 8 2 No ᾜ ᾜ ᾜ ᾜ 

sum 7 5 Yes ᾠ ᾠ ᾜ ᾜ 
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Results 

bool bsd_split_3 (char *s, size_t s_len,...) { 
  int i = s_len; 
  i--; 
 
 
  i = s_len - 1; 
  while (i && s[i] != ')') {  
 (1) 
    i--; 
  } 
(2) 
  ... 
} 

 bool bsd_split_3 (char *s, size_t s_len,...) { 
   int i = s_len; 
   i--; 
+  if (s_len == 0)  
+      return false; 
   i = s_len - 1; 
   while (i && s[i] != ')') {  
 (1) 
     i--; 
   } 
 (2) 
   ... 
 } 

ˋм: ˋнόequivalent): 
s_len = s_lenΩ Ґ  0 ǎψƭŜƴΩ Ґ ǎψƭŜƴ 
iΩ ґ i Җ -1 ƛΩ Ґ ƛ 

s_lenΩ - м җ iΩ 

23 coreutils md5sum 6.10 vs. 6.11 

ˋмόequivalent): 
s_lenΩ Ґ s_len 
iΩ Ґ i 
s_lenΩ - м җ iΩ 



coreutils pr 6.10 vs. 6.11 

Results 

int input_position; 
 
bool char_to_clump(char c) { 
  int width; 
    ... 
 
 
 
 
 
 
  input_position += width; 
 
    ... 
  return chars; 
} 

int input_position; 
 
bool char_to_clump (char c) { 
  int width; 
    ... 
+  if (width < 0 && input_position == 0) { 
+      chars = 0; 
+      input_position = 0; 
+  } else if (width < 0 && input_position <= -width) { 
+    input_position = 0; 
+  } else { 
      input_position += width; 
+ } 
    ... 
  return chars; 
} 

ˋм 2̀ 3̀ 
input_position0 = 0  input_position0 < -width  input_position0 < -width 
ŎƘŀǊǎΩ Ґ л  input_position0 < 0  input_position0 > 0 
input_position = width  input_positionΩ Ґ л  ƛƴǇǳǘψǇƻǎƛǘƛƻƴΩ Ґ л 
input_position < 0  input_position < width  input_position > width 
ƛƴǇǳǘψǇƻǎƛǘƛƻƴΩ Ґ л  width < 0  input_position <= 0 
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