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Intro

Navigation (like most content) is becoming social
Wazehas ovel50 Million Users

The data Is being crowdsourced
But the crowd is oblivious to consequences

What kind of attacks can be applied in this
context?

Can the crowdsourcing process be exploited?

How to mitigate?
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How did this happen?

@13?‘% - while driving out of congested Jerusalem
s ¢ with Wazeon, on a Thursday afternoon.

As ajoke, called and told my advise

He took it too seriously..

Enter undergrads®!
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Israeli Students Spoof Waze App With Fake Traffic
Jam
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Security in a serious way
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Eae raiticdameitan Betreatedion Waze Waze under attack: Israeli students fake traffic jam on
\ popular map app

For a ¢ ftware engineer ents at the Technion caused Waze
THFPR’NC| PAL For ls«/lluul pxg:ml l\ff»lx_u.u.“ are engineering students at the Technion caused Waze to
report a nonexistent traffic jam,

@ Apr 02, 2014 11:36

How o buy ntegrty

Israeli Students Spoof Waze App With
Fa ke Trafﬁc _Ja m 'Studcms hack Waze, send in army of

traffic bots
0 | W Tweet||0 &7

A Traffic Jam Dané9en via Wikimedia Commons What
happens when an app becomes so popular it's
f basically a public utility? For a school project, Shir
Yadid and Meital Ben-Sinai, fourth-year students at
Technion-israel Institute of Technology, hacked the
ncredibly popular Waze GPS map, an Israeli-made
from Technions s eo o e smartphone app that provides directions and alerts
ersonating smart phones hen s ke users drivers to traffic and accidents. The students created
a virtual traffic jam to show how malicious hackers might create a real one. One of the ways

ze learns about traffic problems is through reports from users. At its best, the app
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Research Goal

Successfully applysybil Attackto a social
navigation system

And explore what can bgained SYBIL ®

dna Sybil attack the attacker subverts the

of a 0)Y,
creating a large number of
identities, using them to gain a disproportionatel
largeinfluence SSLL S
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http://en.wikipedia.org/wiki/Reputation_system
http://en.wikipedia.org/wiki/Peer-to-peer
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Pseudonymity

Waze: You can't fool our app with fake traffic reports

Israel-based company refutes report that affluent residents of LA were pushing traffic back to
crowded freeway by reporting pretend traffic jams.

Motivation

Irate Homeowners Are Spoofing Waze To Is It Really Possible To Trick Waze To Keep
Reroute LA Traffic Traffic Off Your Street?

o ¥

Cops accused of fiddling with

Main: St their locations on Waze to fool
drivers

Technically Incorrect: Hundreds of Miami police officers allegedly log on to the
app and register false locations, thereby being able to still surprise drivers.
There's only one problem: there's no evidence.

by Chris Matyszczyk W @ChrisMatyszczyk / February 12, 2015 419 PM PST

PISSED OFF L.A. HOMEOWNERS

Miami ding fake d W
WAZE IS THE DEVIL! o (o ks
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/ Attack #. b;; /

CREATINGALSE CONGESTION
& AFFECTING ROUTING
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Navigation




Successful Attack



Navigation has Changed!
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Attack # ¢ Creatingralse Congestion &

Affecting Routing
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Creating Bot Drivers

SOZ2YAY3I |y AYDMEIE (AL €
community requires a single click
Registration does not requinraalidation

Intentionally avoided?
CAPTCHA required for deleting account!




nimifcsl-circus:~5% bash StartaAndLogin.sh
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