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Intro

ÅNavigation (like most content) is becoming social

ÅWazehas over 50 Million Users

ÅThe data is being crowdsourced

ÅBut the crowd is oblivious to consequences

ÅWhat kind of attacks can be applied in this 
context?

ÅCan the crowdsourcing process be exploited?

ÅHow to mitigate?

Exploiting Social Navigation - Black Hat Asia 2015 - Meital Ben Sinai, Nimrod Partush, Shir Yadid, Eran Yahav 3



How did this happen?

- while driving out of congested Jerusalem

with Wazeon, on a Thursday afternoon.

As a joke, called and told my adviser

He took it too seriously..

Enter undergrads*!

+ =
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Research Goal

ÅSuccessfully apply a Sybil Attack to a social 
navigation system

ÅAnd explore what can be gained

άIn a Sybil attack the attacker subverts the 
reputation systemof a peer-to-peernetworkby 
creating a large number of pseudonymous
identities, using them to gain a disproportionately 
large influenceέ
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http://en.wikipedia.org/wiki/Reputation_system
http://en.wikipedia.org/wiki/Peer-to-peer
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Pseudonymity


Motivation
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Attack #1
CREATING FALSE CONGESTION 
& AFFECTING ROUTING
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Navigation



Successful Attack



Navigation has Changed!



Attack #1 ςCreating False Congestion & 
Affecting Routing

ÅVideo - affecting routing



Creating Bot Drivers

Å.ŜŎƻƳƛƴƎ ŀƴ ƛƴƅǳŜƴǘƛŀƭ ǇŀǊǘ ƻŦ ǘƘŜ WAZE 
community requires a single click

ÅRegistration does not require validation
ÅIntentionally avoided?

ÅCAPTCHA required for deleting account!
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